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[57] ABSTRACT

An internetwork including a plurality of local area networks
may include wireless and hard-wired local area networks.
The internetwork may also include wide area network links
between routers. The system includes routers between net-
works, which may be bridged networks. Certain routers are
configured as home routers. Home routers bind two
addresses for each mobile node on a given network when
that node logs-in with a home router. Mobile nodes log-in
with a home router that assigns a virtual address that does
not change throughout a session. Each time, a mobile node
roams to another network across a router boundary, the
virtual address remains the same and all packets directed to
the mobile node are received by the home router which
advertises that it can reach the mobile node. As the mobile
node roams, it reports back to the home router a local
address to which the home router forwards all packets
directed originally by correspondent nodes to the virtual
address. Mobile nodes may log-in to a router many hops
removed from a local area network of the situs. Mobile
nodes may also roam across wide area links. The system is
transparent to a user.

24 Claims, 13 Drawing Sheets
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1

MOBILE NETWORKING METHOD AND
APPARATUS

BACKGROUND

1. Field of the Invention

This invention relates to computer networks and, more
particularly, to novel systems and methods for connecting a
computer as a node on a network.

2. The Background Art

Computer networks are actually many networks, or are
defined at several levels of grouping and communication.
The terms primary (e.g. LAN), secondary (e.g. routed) and
tertiary (internetworked) network indicate the extent and
complexity of a “network”. A primary network may be
thought of as the most fundamental connecting together of
two nodes (e.g. computers, workstations, devices) in some
manner. A secondary network is one including at least two
primary networks connected by a router. A tertiary network
is one including at least first and second primary networks
separated from each other by a third (intervening) primary
network. The third intervening primary network is con-
nected to the first primary network by one router, and to the
second primary network by another router. A secondary
network, and especially a tertiary network, may also be
referred to as internetworks.

Low level networking typically involves several devices
exchanging data with one another. Transmission may be
facilitated by a communication link, for example a hard
wire, fiber-optic cable, radio frequency transmitter/receiver,
or other physical communication mechanism, connecting a
series of network cards. Network cards provide a mechanical
and data connection between the communication link (e.g.
fiber-optic, wire, or wireless) and any device to be connected
to the network. A device may typically contain a processor,
such as a computer or peripheral equipment. The processor
may be programmed with communication software (pro-
gramming instructions) for communicating data between the
device and the network communication link. Each such
device (computer or peripheral) is a node on the network.
Some networks have a server.

A server is a computer connected to a network via a
network card and is programmed to act as a traffic manager
and storage device for data being transmitted over the
network by the various connected nodes. A hard wire
interconnected to a group of network cards with attached
computers, with one of those computers acting as a server,
is a typical network. In other networks, every device is a
server.

A primary network is the network with which a node
communicates most directly. A primary network is the most
fundamental system that can be called a network. A second-
ary network is a network connected in some way to a node,
but exchanging data with a node through a router. A router
is a computer connected to at least two primary networks.

By secondary network is meant routed networks com-
prised of primary networks interconnected by a router.
Because a router is a computer connected to at least two
networks, it may be programmed to manage the communi-
cation of data between nodes on different primary networks.
Two nodes, each connected to a different primary network,
with those two different primary networks directly commu-
nicating through (e.g. sharing, typically directly connected
through) a single router constitute a secondary network.

A tertiary network is one in which data may be exchanged
between two nodes on different primary networks, which
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primary networks do not share a router. When a primary
network is connected to more than one router, and each such
router is connected to more than one primary network, a
tertiary network exists. Since tertiary networks may extend
from one primary network to another through several inter-
vening primary networks and routers, the routers must be
programmed to receive and forward messages from nodes
that arc foreign to any given router. Foreign may be thought
of as describing any device or data pertaining to a primary
network that is not connected to a router shared with the
subject network. Thus, as the name network implies, a
tertiary network can extend indefinitely from router to router
to router via intervening primary networks. (Theoretically
virtually forever, within the constraints of the laws of
electrophysics.)

A wireless communication system may not require any
hard wire connection. In general, a link between a node and
a primary network may be wireless. Each node may contain
a network card for sending and receiving data by wireless
transmission with respect to another device. Thus an entire
primary network may be wireless. Also, a network between
two routers forming a wide area network (WAN), may be
wireless. Alternatively, a network using a hard wire may
have access points. An access point bridges between a hard
wire associated with a primary network and a node com-
municating by a wireless communication link with that
primary network. An access point includes a wireless trans-
mitter and receiver for communicating with a wireless
network card in a node, as well as a connector communi-
cating with the hard wire of the network. Thus, all access
point may be thought of as a transmitter and receiver for
communicating data between a network and a node not hard
wired into that network.

As computer network technology has grown to encom-
pass tertiary networks, network level addressing has become
more than a locally administered task. By address is not
meant MAC layer address in an ISO/OSI data-link layer.
That addressing is resolved by an access point as a user
roams. The need is for unambiguous ISO/OSI network layer
addressing during roaming and dynamic address changing.

A data package (message, packet, stream) needs to be
communicated to a destination address. A source address is
needed for a response to be returned. An address may be
thought of as a one or more numbers, digits, characters,
words, bytes, combination thereof, or the like included in a
data transmission, identifying a sender or receiver.

As internetworks, (tertiary networks) become very large,
a scheme is needed for easily addressing all the intercon-
nected nodes interconnected at a network ISO/OSI level.
(International Organization for Standardization Open Sys-
tems Interconnection model.) Remote (foreign, more than
one hop distant) nodes are not controllable by a network. A
single message to or from a foreign node must be transmis-
sible and receivable without confusion.

For example, when a single computer connects to several
peripheral devices, the computer may assign, or a user may
assign, all address to each peripheral device. When several
nodes (devices, computers, etc.) are connected in a network,
software in a network server may control, assign, or coor-
dinate addresses. For example, a network manager (user)
may program the server on a primary network to recognize
a unique number for each node connected to the network.
Thus a server could receive and deliver data with respect to
each node. Two routers could likewise be programmed to
communicate and coordinate addresses. However, as soon as
three routers are involved, foreign nodes become intractable































































